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Abstract 

The objective of this work is to develop an electricity Smart Meter, allowing for the remote monitoring 

and controlling of the bi-directional energy flow in the Low Voltage (LV) grid. The developed prototype 

can be deployed in a Photovoltaic (PV) micro-production installation, being able to cooperate with the 

Distribution System Operator (DSO) regarding remote readings and dynamic voltage control 

procedures, while keeping the prosumer informed about the active power, as well as odd or faulty 

situations (e.g., no production).  

To accomplish the result proposed with functionalities that are useful in the distributed energy grid, this 

project offers a device that is standard compliant by using DLMS, providing specific technical information 

to the DSO. Additionally, it has two low power wireless communication technologies: Bluetooth Low 

Energy (BLE), for short range local readings and configuration by the prosumer or maintenance teams; 

and Sigfox, a long range low power technology, which has a permanent storage and facilitates 

consultation of past and current records. The latter can be accessed by an Android application from a 

remote location. 

Considering it is a low-cost device, a commercial version would be suitable, and could be readily 

integrated in the Smart Grid. 
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Resumo 

O objetivo deste trabalho é o desenvolvimento de um contador de energia elétrica que fornece 

funcionalidades que permitem o controlo e monitorização remotos do fluxo de energia bidirecional na 

rede de Baixa Tensão. O protótipo desenvolvido poderá ser atribuído a uma instalação de 

microprodução fotovoltaica, sendo capaz de cooperar com o Operador de Rede de Distribuição 

relativamente a leituras e procedimentos de controlo dinâmico de tensão remotos, enquanto mantém o 

prosumidor informado sobre a potência ativa ou situações anormais (ex.: sem produção). 

Para alcançar os resultados propostos com funcionalidades que são uteis na rede distribuída de 

energia, este projeto apresenta um dispositivo que está em conformidade com os padrões de 

comunicação de energia, usando DLMS, que providencia informação técnica específica ao Operador. 

Utiliza também duas tecnologias de comunicação sem fios e de baixa potência: Bluetooth Low Energy 

para leituras locais de curto alcance feitas pelo prosumidor ou equipas de manutenção, e Sigfox, uma 

tecnologia de comunicação de baixa potência e longo alcance, que disponibiliza um servidor com 

memória permanente, facilitando a consulta de registo atuais e passados. Esta última pode ser acedida 

por via de uma aplicação Android. 

Considerando o seu baixo custo, este dispositivo é uma boa aposta para a comercialização de grande 

escala, que seria prontamente integrado na Rede Elétrica Inteligente. 
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1   Introduction 

This section presents the contextualization of this dissertation and explains the motivation for its 

implementation, detailing the objectives. It also gives a description of the structure of this report.  
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1.1 Context 

In the last few decades, technological innovations have been sprouting at a remarkable pace, namely 

in the area of computer networks and information systems. This resulted in a world where humans have 

found innovative ways of interacting with their surroundings by building tools to help them in everyday 

tasks. Some of these tools are now part of what is called Internet of Things (IoT), which is comprised of 

smart objects that perform the most varied tasks and are able to communicate with each other and to 

the Internet. From this fast evolution, the outcome is the growing number of objects being connected to 

the Internet which brings concerns in several topics, for instance, the interoperability between different 

devices and manufacturers, the development of communication protocols that are adaptable to the 

function the devices are fabricated to perform, and the amount of energy needed to power all these new 

objects. 

This also resulted in the quest for sustainability since most of our resources are finite and its unrestrained 

consumption harmful for us and our planet. There is an urgent demand for the substitution of these 

scarce resources for renewable and non-pollutant energy that can manage to offer the same level of 

reliability and quality expected in the current era. 

In 2010, Portugal approved ENE 20201, with the objective of being one of the countries leading the 

energetic revolution, through goals set to be accomplished by 2020 [1]. Some of the proposed objectives 

involve reaching the goal of 60% of the total produced energy being renewable, decreasing CO2 

emissions and the overall final energetic consumption by 20%, improving the economic situation of the 

country and the life conditions of the population. This plan includes an experiment presently being done 

in Évora, Portugal, named InovCity Évora, as part of the InovGrid project [2], for the development of a 

Smart City, with decentralized energy production and efficient consumption management using Smart 

Meters (SMs). This pilot is currently underway, bringing answers for the future implementation of more 

smart cities in the country. 

The strategy above was motivated by the European Strategic Energy Technology Plan (SET Plan) which 

created goals for 2020, 2030 and 2050, one of them being the renovation of the present European 

energy infrastructure, moving towards the realization of the Smart Grid. The Smart Grid is an upgraded  

traditional electrical power grid, that incorporates information and communication technologies [3]. 

Figure 1 shows the progression of energy consumption between 1995 and 2013 in the European Union 

(EU), revealing the growth of the consumption of renewables and gases, and the reduction of petroleum 

and solid fuels, confirming the work done by all these countries. 

 

                                                
 

1 Estratégia Nacional para a Energia (National Energy Strategy) 
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Figure 1 - EU-28 Gross Inland Consumption. (a) Total Primary 1995, (b) Total Primary 2013 [4]. 

 

Considering the technologies available for energy management, part of the responsibility of creating a 

sustainable world is being transferred back to the population by creating awareness of the problem at 

hand, and ultimately giving them a way of controlling the resources they are spending in their households 

and work environment. This is being accomplished by the increasing use of renewable energy and the 

monitoring and consequent adjustment of the consumption of said energy. An example of this is the 

installation of PV panels in common households. 

SMs are becoming common smart devices present in residential buildings and industrial facilities. They 

have the important task of monitoring the consumption and micro-production of electricity, water and 

gas for a better control of the resources spent and produced, and for the detection of anomalies, 

equipment failure and emergency situations, issuing an alert regarding the problem at hand, so it can 

be promptly solved. 

In a household, these devices not only alert for emergency situations, such as leaks, but also ensure a 

better understanding of efficiency and sustainability, offering benefits ranging from increased awareness 

of one’s behaviors, allowing the identification of behavioral patterns and, additionally, opportunities for 

self-regulation in daily routines. On the long run, together with sensors and actuators, it will hopefully be 

the foundation of an eco-oriented generation. 

Many consumers have become prosumers, by taking a more active role in their household consumption 

and integrating ways of producing and storing energy. Combined with a powerful metering solution, that 

can control and monitor utilities, some benefits can be attained such as minimizing the owner’s 

environmental footprint, and reducing the dependence on imported energy. An example of a product 

with these characteristics is the EDP Re:dy [5], that has available several devices designed for the 

control and monitoring of appliances around the house, including the harvesting of solar energy, and 

the EDP Re:dy Box which connects them all. This box uses the ZigBee communication protocol to 

receive data from the devices and PLC to update it to the Internet, so it can be remotely accessed when 

needed. 
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In industrial environments, the importance of a capable metering infrastructure is even greater due to 

the demand for remote monitoring and control of the PV micro-generation, distribution, transmission and 

consumption of electrical energy. Given the size of these installations it is expected the presence of 

complex systems which in turn result in difficult malfunction detection and elaborate problem solving. 

This only highlights the significance of the data produced by these smart devices, since they provide 

critical information regarding the performance and functioning state of the overall facility, notifications 

for maintenance and any other situation that needs attention. 

There are some projects that focus on creating solutions based on challenges energy providers possess, 

and establishing a commercial representation with both the consumer’s and provider’s interest in mind. 

Some examples are Monitor BT and e-balance. The former, using distributed sensors, offers 

mechanisms for advanced fault detection and voltage control in LV grids [6]. The latter focus on 

integrating the consumers with the Smart Grid, using prediction models for accurate consumption 

behavior, allowing the creation of a business model that benefits all interested parties [7]. 

Although the existing SMs implement several top of the line technologies, there are many of them that 

still use wired communication protocols or wireless ones with high energy consumption. Also, the few 

SMs that implement wireless low power technologies, do not implement BLE which is the only protocol 

with low consumption that is offered in every smartphone. 

1.2 Motivation 

Having into account the environment for the insertion of this project, and the major problems that it faces, 

some key requirements are defined for a prototype that is useful, and resolves some of the previous 

issues, such as identification by the DSO of the location of LV faults, and the remote transmission of 

instructions to PV systems. 

One of the requisites is that this SM needs to be energy efficient so that it has the least possible impact 

on the energy consumption. To achieve this, the communication technologies used for data transfer will 

have as requirement the energy efficiency. That is the case of BLE and Sigfox, the former directed to 

short range communication and the latter to long range communication. 

Another important characteristic of this SM is the cost. Aiming to significantly reduce the price of these 

kind of devices while increasing their functionality and reliability is important to not only influence the 

market to invest in an energy metering device but also to boost the industry into developing more and 

better solutions for the expansion of the concept that is the Smart Grid. 

Figure 2 shows the communication technologies that will be used and the functionalities they will cover. 
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A protocol that was extensively studied for the implementation in this device is the protocol defined by 

Device Language Message Specification (DLMS) and Companion Specification for Energy Metering 

(COSEM) due to being an emerging technology that is already an international standard, and is 

considered a powerful energy communication tool by energy distribution operators. The fact that it is an 

object-oriented communication protocol created exclusively for the transfer of data involving energy 

related information only makes it more noticeable.  

In the overall system, the DLMS is applied to the communication with the DSO via PLC. The tests 

performed in the context of this thesis will be performed over the serial port, which is also the usual 

interface of the PLC modems. 

Bluetooth is the short-range communication technology planned for this project and will have the task 

of transferring all the meter readings provided by the sensor, regarding voltage, current and power, and 

also the calculated power set points received from the DSO. They will be available to read using devices 

that supports BLE, such as smartphone and tablets. 

Sigfox is the long-range communication technology proposed for this project and will send periodically 

to a cloud server, average values of voltage and current, and cumulative energy values. This integration 

is significant in its importance since allows the device to issue alerts in case of anomaly detection, for 

instance, a case where there is a sudden interruption of energy generation. 

But this device does not only capable aim for the facilitation of the transmission of data between the 

local energy micro-generation node and the DSO, it also has the intentional of being very user friendly 

by using a mobile app that not only shows the actual instantaneous meter readings, but also graphs for 

a visual aid in the understanding of the balance of the local balance of generation-consumption. 

Figure 2 – Model of the system. 
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1.3 Objectives 

The primary objective of this project is the development of an energy metering device in an Arduino that 

is capable of efficiently communicating, using a set of technologies that allow for the improvement of the 

monitoring and control of the LV grid. Considering the objective of creating an electrical grid that is bi-

directional with decentralized electric micro-generation, some adjustments to the current regulation 

mechanisms needs to be made, starting with the way the local metering and the monitoring in the 

Secondary Substations is realized. The following topics describe the system proposed. 

1. Development of a SM with the following characteristics: 

a. Capable of providing measurements of voltage, current and active power; 

b. Implementation of the DLMS protocol that can be used for remote access using a Serial 

interface (eg.: via PLC modem); 

c. BLE interface for the transmission of measurements in regular intervals and to provide 

the PV controller the set points defined by the DSO; 

d. Sigfox interface that can transmit average measurements to be stored in the cloud and 

later processed into visual data. 

2. Development of an Android application with the following characteristics: 

a. Capable of requesting and displaying the data provided by the BLE module; 

b. Capable of requesting data to the Sigfox server and displaying it in a user-friendly way. 

1.4 Structure of the Dissertation 

This dissertation is divided in 5 chapters. In this chapter, the project is contextualized and then follows 

the description of the motivation and objectives. The rest of this dissertation is structured as follows. 

Chapter 2 presents the current technological landscape that constitutes the foundation for shaping the 

next generation ecological mindset. Starting with the Smart Grid that is the energy infrastructure that 

allows an easier maintenance and management of energy production and consumption, and the 

insertion of SMs in common households, then describing the communication technologies relevant to a 

smart object integration. Finally, it is shown the purpose of SMs and the characteristics of some meters 

already in the market. 
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In Chapter 3 it is addressed how the SM developed fits in the overall architecture of the LV Grid. Then 

it is explained the development of this device in a developer board, as well as the components integrated 

in it. Later is described the Android application, and the technologies it incorporates. 

Chapter 4 presents an assessment of the hardware modules used, comparing them with others of similar 

characteristics and explaining the choices made, including a cost evaluation of the proposed solution. 

Chapter 5 presents the conclusions and reflections regarding this thesis and obtained results.  
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2   Background 

This section presents the background of the technologies involved in this project, as well as others that, 

although not part of the project are considered important for the contextualization of it. If offers a review 

of the Smart Grid in the Smart City, the Internet of Things and the Information and Communication 

Technologies that support the development of the energy infrastructure. 
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2.1 Smart Grid 

The electrical grid that presently exists has worked for a long time, but is not up to date with the modern 

technologies. We have been living with a grid that is composed of a one direction flow of electricity, 

where the population buys all the necessary resources for their daily activities, with little understanding 

of how taxing that is for our environment. Considering that now consumers can start producing energy 

in their households via renewable sources, powering said grid from the homes is now possible, 

promising the decrease of the use of fossil fuels and the reduction of electricity bills. That is one of the 

promises of the Smart Grid, the creation of a bi-directional power and data flow that is advantageous to 

the society [8]. 

With the arrival of the Smart Grid, Information and Communication Technologies (ICTs) start playing a 

major role, introducing concepts such as hourly tariffs and Time of Use (ToU), as well as dynamic pricing 

based on demand and supply conditions [9]. With the introduction of the ICTs in the Smart Grid, some 

problems were formulated regarding the homogeneity of the grid, since different utility networks require 

distinct functions and capabilities. This lead to the creation of conceptual models for certain 

communication networks, considering features such as scalability, bandwidth, range and service 

provided. Some of the main networks presented in association with the Smart Grid were Wide Area 

Network (WAN) for metropolitan areas, Local Area Networks (LAN) for distribution substation networks 

and Home Area Networks (HAN) for home and industrial networks [3]. 

The concept of the HAN is the integration of the domestic energy production with the smart appliances 

present in the house, using a SM as a central management point for controlling and monitoring the 

generation and consumption of energy. An example of function offered is postponing the use of certain 

devices (washing and drying machines, etc.) for a time where the tariff demanded by the electricity 

provider is lower, or when the house energy generation is higher. This grants the consumers cost 

reductions without affecting their wellbeing. 

As shown in Figure 3, the HAN can incorporate gateways as a mechanism that is valuable for both 

consumers and utilities [10]. It addresses an important topic associated to the smart home, the security. 

Having so many devices with communication capabilities holding personal information, makes owners 

vulnerable to external attacks from the internet. A gateway is a way of limiting the interaction these 

devices can have, since the appliances only communicate with the SM, and the SM uses the utility 

gateway to send the collected information to the utility servers. Furthermore, a gateway provides more 

options regarding the communication protocols used, since the support of IPv6 protocol is not required. 

The analysis of information collected from each city, which includes domestic and industrial buildings, 

is really valuable considering the opportunities it creates. Taking advantage of the bi-directionality of the 

grid and the distributed energy production, exploiting statistics and prediction models based on 

consumer behaviours, it is possible to increase or decrease the power flow in certain areas of the city 



 
 

10 

during peak or off-peak hours respectively, guaranteeing a more reliable and efficient grid, as well as 

minimizing waste, thus allowing providers to influence the grid stability.  

 

 

 

All this is achievable if the used SMs are capable of gathering and transferring all the information 

pertinent to the correct management of the Smart Grid, without disregarding consumer’s privacy and 

communication costs, both monetary and energetic. Also, these metering devices, with the correct 

infrastructures and extensions, should be autonomous enough to make decisions that can benefit users, 

managing and controlling certain areas of a residence and offering assistance in departments such as 

healthcare and surveillance [11]. 

As part of the IoT are all the physical objects that are connected to the Internet. Some of these devices 

are sensors that have the capability to sense their environment and are able to generate information 

from it, storing it or sending it to the cloud, while others, the actuators, remotely receive tasks and are 

able to execute them without any further assistance. SMs have the particular characteristic of being both 

a sensor, reading values from the grid, and depending of the context that is inserted, an actuator that 

makes decisions on behalf of the users [12]. 

Figure 3 - Consumer's Smart Devices [10]. 
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The idea of IoT focus on creating powerful, self-sufficient devices that using the minimum amount of 

resources do a lot of important work, therefore a correlation between the material collected and the one 

sent is established, resulting in the efficient adjustment of the computational power of each device to 

the services it will need to provide. An example of this is a device that has enough computational power 

to inspect the information collected in order to reduce the amount of results sent. For example, instead 

of sending all the temperature fluctuations read by a temperature sensor each day, a linear 

approximation could be calculated and consequently, considerably less values sent. The advantage of 

this local aggregation procedure is that it generally requires less energy than the communication itself. 

After gathering the information and performing adjustments, as previously described, the communication 

element comes to play. This component alludes to the communication protocols used by smart objects. 

These technologies connect heterogeneous objects for a complete integration of the services provided, 

offering the resources needed to platforms, so that data consumers can interact remotely with smart 

appliances.  

Most of IoT concepts can be applied to the Smart Grid, forming a more specific concept that is the 

Internet of Energy (IoE). The primary domains being employed in the energy sector are the control and 

monitoring of electrical energy using SMs, distributed energy production, and the upgrade of buildings 

so they are as efficient as possible, with measures as adapting light intensity, or turning it off completely, 

according to preset parameters such as occupancy and location. 

2.2  IoT Technologies 

Wireless technologies connect heterogeneous objects for a complete integration of the services 

provided, offering the resources needed to platforms, so that data consumers can interact remotely with 

smart appliances. These protocols offer mobility and flexibility to those who use them, and are 

responsible for providing remote access to homeowners, utilities and third party service providers for a 

better incorporation of SMs in the Smart Grid. This chapter introduces some IoT communication 

protocols, both short range and long range, providing a description of their features and main 

functionalities. 

2.2.1 ZigBee 

The IEEE 802.15 group of standards defines several wireless personal area networks (WPAN) [13]. 

ZigBee is a wireless network standard based in the IEEE 802.15.4 protocol, which specifies only the 

first two layers of the OSI model. This means that ZigBee inherits certain characteristics that are found 

in IEEE 802.15.4 such as low data rate, low power consumption and low cost. Besides the 
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characteristics mentioned above, IEEE 802.15.4 protocol also offers reliability, interoperability and 

scalability which are features that factor greatly when designing the network of any project. Also, it 

provides a high level of security, encryption and authentication services, and its MAC reduces potential 

collisions using CSMA/CA protocol. 

There are two node types offered by this standard, Full and Reduced Function Devices. The Full 

Function Devices (FFD) can function as coordinator of a Personal Area Network (PAN), and if that is 

the case they shoulder extra responsibilities such as creation, control and maintenance of the network. 

In opposition, the Reduced Function Devices (RFD) have very little responsibilities and resources. 

 

 

Figure 4 - IEEE 802.15.4 topologies. (a) Star, (b) Peer-to-Peer, (c) Cluster-Tree. 

 

ZigBee was build considering a master-slave architecture in which the appliances act as slaves and a 

coordinator as a master, as observed in the star topology pictured in Figure 4 ([3], [14]). This protocol 

introduces the Cluster-Tree topology which is a self-organized network, where nodes that are close 

together form subnets containing a dominant node (see Figure 4) [13]. 

ZigBee uses all the layers above IEEE 802.15.4, which makes it capable of delivering more 

functionalities than its foundation. Routing mechanisms are possible since they are provided by the 

network layer, more security is provided and considering the inclusion of the application layer, there is 

a vast number of ZigBee Application Profiles available such as ZigBee Smart Energy Profile (SEP), 

Home Automation and Health Care with the purpose of an easy adaptation to the product in mind [15]. 

Notwithstanding, this solution is not widely used since it lacks support in mobile devices such as laptops, 

smartphones and tablets, influencing the consumer into look for more widespread alternatives such as 

Bluetooth.  
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2.2.2 Bluetooth Low Energy (BLE) 

Developed by the Bluetooth Special Interest Group (SIG), BLE is a low power, wireless technology for 

short range communication [16]. This lower power feature was added in the Bluetooth 4.0 specification 

[17]. 

BLE defines several Radio Frequency (RF) channels, divided into advertisement and data channels. 

The former is used as a device announcement with the purpose of establishing connections, or to make 

broadcast transmissions, and the latter for bidirectional communication between paired devices that 

already share a connection. In a connection, each device has a role, since they can either be the master 

or the slave. The slave needs to broadcast its availability for the establishment of a connection and the 

master listens to said advertisements to initiate the linking. These roles are also referred as central 

(master) and peripherical (slave). The characteristics of Bluetooth define a pairing as asymmetrical since 

a slave can only have one master and a master can have multiple slaves. Is important to note that the 

network described is also called a piconet, and since a device can be master of one piconet and slave 

of another, this allows the formation of scatternets, which are networks formed by several piconets.  

Nowadays most gadgets are dual-mode devices, meaning they come with both the classical version of 

Bluetooth and the low power version as well. This happens due to the incompatibility of these types of 

controllers, since communications between a device that only implements BLE and other that only 

implements classic Bluetooth are not possible. But considering the fact that BLE is easily integrated into 

the classic Bluetooth circuitry, it guarantees that most devices that already use Bluetooth will continue 

to do so, keeping its strong position in the market, as is the case of smartphones [18]. 

When compared with its predecessor, BLE has a serious advantage when it come to power consumption 

though it comes at the cost of the range and data payload, though these can be adjusted to meet most 

application requirements. This low data payload results in the introduction of Generic Attributes (GATT) 

profiles (see Figure 5), that define the way the communication between these devices is accomplished. 

Observing the Figure 5, it is noticeable a hierarchical structure that has as the top level the Profile. Each 

profile defines a collection of services established by either Bluetooth SIG or the peripherical designer 

and detail how a device should work for any given application. An example of GATT-based profile 

specification is Glucose Profile and Heart Rate Profile.  

Each service in a profile is identified by an UUID that can either be 16-bit for official BLE services or 

128-bit for custom services, and one or more characteristics that are also identified by an UUID each. 

In the case of custom services, repeatedly using a 128-bit UUID to refer to the service or characteristic 

may lead to errors being made and an excess of data transmitted in each communication. Consequently, 

for each UUID it is attributed a 16-bit handle as well, to facilitate reading, writing and transfer of data. 

Besides the UUID, a characteristic also contains other types of information such as the value, operations 

supported and permissions. 
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Figure 5 - GAAT Profile Hierarchy [19]. 

 

In previous Bluetooth versions, the Serial Port Profile (SPP) was widely used to send bursts of data 

between two devices, since with a simple implementation it was possible to emulate a serial cable. In 

devices that use BLE, SPP is no longer supported and Microchip developed Microchip Low-Energy Data 

Profile (MLDP) to achieve this function. Although not recommended when designing an application that 

requires low energy consumption, it is a viable alternative when a stream communication is needed. 

2.2.3 Sigfox 

Sigfox is a pioneer network created for the IoT. In Europe, this technology has shown a lot of potential 

and its reach has been steadily expanding. Countries such as Portugal, Spain, France and Luxembourg 

already have full coverage and many other countries such as Australia and Brazil are getting there (see 

Figure 6). It is expected for this technology to be available worldwide in the near future, continuing the 

deployment presently being done in the United States of America and spreading out from there. 
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Figure 6 - Sigfox - European Coverage [20]. 

 

Sigfox is indicated for objects that don’t need to communicate a lot of data or frequently, since there is 

a limit of 12 bytes per message, and 140 messages per day that a device can send. Recently there was 

the implementation of downlink communication as well, establishing a maximum of 8 bytes per message 

and 4 messages per day. It is a low power, long range communication technology that has a low 

communication cost and relies on the 868MHz band which is part of the unlicensed spectrum [21].  

One of the primary features of this technology is that there is no need for network reconfiguration, which 

means that any new devices registered by Sigfox can become online without any need for installation, 

and new base stations can be added at will and immediately be part of the network. This makes Sigfox 

highly scalable and contribute for its fast expansion. 

As for the transmission method, considering that each message occupies a really low bandwidth, many 

messages can be sent at the same time with little chance of collisions. Even in that case, the fact that 

each message is sent 3 times at different and random frequencies and frequently received by more than 

one base station creates redundancy, guaranteeing that at least one copy will arrive correctly, which is 

selected based on the strength of the signal received. 

The messages transmitted are then stored in the Sigfox server and are easily accessed in two ways. 

The first is by logging in their backend’s website where information about the user, the device and all 

the transmitted messages can be found. The other option is accessing it programmatically through their 

Representational State Transfer (REST) Application Programming Interface (API), that uses Hypertext 

Transfer Protocol (HTTP) protocol and returns the requested information in the JavaScript Object 

Notation (JSON) format.  
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Figure 7 shows the information available in each message as is sent by the API, in the JSON format, 

which includes the device identifier, time the message was sent, message content, link quality and, in 

devices with payload type “Geolocation”, computed location [22]2. 

 

 

Figure 7 - JSON return message. 

 

JSON is a data exchange format, with primary advantages the fact that is human readable and easy for 

computers to read and parse, increasing data rates and improving the performance when compared 

with other data formats [23]. Although it uses JavaScript syntax, it can be used by any language, since 

it is a text only data format. 

There are two types of structures supported by JSON. First, collections of name/value pairs, known in 

other languages as objects, hash tables, associative arrays, among others. The second are ordered 

lists of values, commonly known as lists, arrays and vectors [24]. 

Figure 8 represent the object and the value structures in JSON format. An object is expressed by a 

string and its corresponded value, separated by a colon, and each object is separated by commas. A 

JSON value can be any of the types represented in the image, and these structures can be nested in 

order to better characterize the result required. 

Having into account the features portrayed above, JSON turns out to be an appropriate choice for the 

communication of a domestic metering device due to its light format, great performance and readable 

presentation. Although in industrial environments it is not recommended, for households it is possible 

that this format is the best selection, ensuring a more efficient communication protocol. 

 

                                                
 

2 For more detailed information it is necessary to own a Sigfox device and a valid API login ID 
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2.2.4 NB-IoT 

NarrowBand-IoT (NB-IoT) is one in a group of standardized solutions provided by 3GPP. These 

solutions were developed to support the IoT in mobile cellular networks, offering Low Power Wide Area 

(LPWA) technologies as the answer to many applications.  

Emerging to address the necessities of the IoT market, three LPWA solutions were developed: Extended 

Coverage GSM for Internet of Things (EC-GSM-IoT), Long Term Evolution Machine Type 

Communications Category M1 (LTE-M) and NB-IoT. Their most prominent characteristics is the high 

scalability, optimized data transfer, supporting small intermittent blocks of data, interoperability between 

different vendors and improved indoor and outdoor coverage [25]. 

3GPP also evaluated several applications that have at least two out of the following four characteristics: 

low cost, low power, wide coverage and strong propagation.  

NB-IoT is a Low-Power Wide Area Network (LPWAN) radio technology standard. The most significant 

improvements of NB-IoT in relation to other non-standardized long range communication technologies 

is the use of the licensed spectrum, assuring quality of service, and the support by the majority of mobile 

equipment and manufacturers, since it can coexist with 2G, 3G and 4G mobile networks. Other key 

features are the secure connectivity and strong authentication it offers, minimal need of additional 

infrastructure, and very low power consumption, in the range of nanoamp. 

(a) 

(b) 

Figure 8 - JSON Structures. (a) JSON Object, (b) JSON Value [24]. 
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A few of the NB-IoT design goals was to offer a service with high system capacity in a low minimum 

bandwidth to facilitate its roll-out. For this technology, it was accomplished using only 180KHz for the 

entire IoT network. 

2.2.5 LoRaWAN 

LoRaWAN is a LPWAN technology developed by the LoRa Alliance, which is an open, non-profit 

association created for the technological development of IoT solutions. Figure 9 shows an overview of 

the general architecture of this communication network, which uses gateways as bridges between the 

end nodes and the Network Server. Each end node transmits to the nearest gateways whenever a new 

message is ready to be sent. 

 

Figure 9 - LoRaWAN Architecture [26]. 

 

The LoRaWAN architecture is comprised of four types of elements:  

• End Nodes have sensing and/or control capabilities; 

• Gateways receive communications from any device that is in the vicinity and transmit them to 

the Network Server; 

• Network Server filter duplicates, do security checks and acknowledges the messages. Then the 

message, if needed, can be forwarded the right Application Server; 

• Application Servers or Backends are the places where the applications are running, either in 

public or private clouds, having received the data from the Network Servers. 
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The LoRaWAN technology supports the selection of different frequency channels and data rates, the 

latter being a trade-off between range and message duration. Both the data rate and RF output are 

managed for each end device by the Network Server using Adaptive Data Rate (ADR) scheme [27]. The 

data rates used in this technology lie in the range between 0.3 kbps and 50kbps. 

Considering that this technology can be used for applications with distinct characteristics, classes of 

endpoint devices were created to address these diverse needs. 

• Class A – Bidirectional end-devices: These are the devices with lower power consumption, 

allowing only two short downlink messages after an uplink transmission. This means that a 

downlink message could wait a long time before being transmitted, since the endpoint has to 

have the initiative to transmit a message before being able to receive one. 

• Class B – Bidirectional end-devices with scheduled receive slots: Has the same characteristics 

as Class A devices, plus an extra scheduled receive window, which is synchronized by the 

transmission of a beacon. 

• Class C – Always available to receive, except when transmitting. This is the class that presents 

lower energy efficiency. 

Based on the LoRaWAN technology, some solutions already exist that enable large scale sensor 

network deployments. LORIOT.io services and software are already delivering proof of concept for 

customers in many countries. It offers solutions such as a public cloud, software as a service and 

software licenses. Other components are also marketed such as Lora end-node, gateway, cloud and 

IoT application [28]. 

. 

2.2.6 Comparison 

The technologies that fit better in this project were included in this chapter, but there are two other 

technologies that need to be at least mentioned, considering their applicability in this area. IEEE 

802.11ah [29] and Z-Wave [30] for short and medium range technologies. 

In this brief assessment, the short-range technologies were evaluated separately from the long range 

ones, since they not only offer completely different benefits, they are to be used in different service 

contexts. 

The first comparison is made between long range communication technologies. The main difference 

between LoRaWAN, Sigfox and NB-IoT is that the first two are proprietary, operate in the unlicensed 

spectrum, and can be used in non-mobile networks. In contrast, NB-IoT is a 3GPP standard.  



 
 

20 

Sigfox is the protocol chosen for this project due to the national coverage provided in Portugal, which 

allowed for testing of the integration in the developed SM prototype. This would not be possible with any 

other of the described LPWAN technologies, since there are currently no commercial solutions offered 

for the users. Another advantage that Sigfox brings is frequency hopping, which improves its resilience 

to interference, as well as protection against sniffing. 

As for the short-range protocols, although they are all promising and each has its own advantages and 

disadvantages, BLE is more suited for the intent of this project, since Bluetooth is globally supported in 

smartphones. Considering that the aim for the future is that metering information can be consulted via 

the user’s terminals, it is convenient to implement the reading device in the smartphone, using BLE as 

the communication protocol. 

2.3 Smart Metering Communication 

This section introduces a brief analysis of an emerging smart metering communication protocol, 

DLMS/COSEM. In this project DLMS/COSEM is used as the protocol for energy information exchange, 

using bursts of data to accomplish it. 

Communication technologies in the context of AMIs tend to follow a few guidelines for their 

implementation to be considered. The measured data, whether it be energy, power, voltage or volume 

needs to be supported and there is a requirement for integrity of the transferred data, clock 

synchronization for the dynamic switch of tariff based on timetables, firmware update to fix eventual 

vulnerabilities or to add/improve features [31]. 

The energy market requires a big amount of information to be retrieved from energy meters so that the 

billing process and spending estimations can be as accurate as possible. This stresses the importance 

of a protocol that not only can collect data in different formats but is adaptable to future necessities, 

such as the addition of more functionalities.  

DLMS and COSEM define this protocol that is based on object modelling techniques, including object 

and interface classes. IEC 62056 is a series of standards for electricity metering data exchange and is 

structured based on a client-server model in which requests are made by the client and the 

corresponding data are replied by the SM [32]. These standards are the international version of 

DLMS/COSEM. 

These standards define protocols and procedures for physical, data link, transport, and application 

layers (see Table 1). By following these standards, the interoperability is guaranteed between reading 

devices and meters from different manufacturers. 

Regarding the message format, a DLMS/COSEM message MAC follows the structure of a High-Level 

Data Link Control (HDLC) frame. Figure 10 shows the structure and the number of bytes per field. 
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Table 1 - IEC Standards for Electricity Metering. Adapted from [33]. 

 

Flag 

1 byte 

Frame Format 

2 bytes 

Dest. Address 

1+ bytes 

Src. Address 

1+ bytes 

Control 

1 byte 

HCS 

2 bytes 

Information 

-- 

FCS 

2 bytes 

Flag 

1 byte 

 

Figure 10 - HDLC frame format type 3 [34]. 

 

Each frame starts and finishes with a flag, whose value is 7EH. Between consecutive frames, only one 

flag is necessary, serving as closing of the first frame and opening of the second. 

Frame format has two bytes and refers to the type of the frame, identified as type 3 in Figure 10, its 

segmentation and size. It is followed by the destination and source addresses. 

The control field has one byte and categorizes the type of frame, identifying it as request or response 

and what kind of information is encompassed in the message. 

Header Check Sequence (HCS) and Frame Check Sequence (FCS) have two bytes each, and verify 

the message from the flag until the point where the respective field is indicated in Figure 10. If the 

information field length is zero, the HCS is not included, containing only the FCS. Both these check 

sequences are calculated in the same way, through a Cyclic Redundancy Check (CRC) of 16 bits. 

The information field, in the connection stage, contains several communication parameters for a correct 

reading of the data exchanged. It includes the window size and the maximum information field length 

for both transmission and reception, among many others parameter fields. Outside the connection stage, 

this field carries the requests by the client and replies the corresponding data by the meter. These 

frames allow for the information exchange, following a strict process. 

In order for the client-server pair to be able to communicate, there is a need to create an Application 

Association between the two, and it falls on the client the responsibility to initiate the connection that will 

establish the association. Figure 11 shows the communication between client and server from the 

connection establishment to the connection termination.  
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Figure 11 - DLMS Communication between Client and Server. 

 

The SNRM Request is the starting point in any DLMS exchange and conveys the intent of the client of 

establishing a connection with the server. In this request and in the UA Response, the HDLC parameters 

are negotiated to achieve a successful information exchange. These parameters are optional in case 

both the client and server want to use default values. The next couple of messages consist of the 

Application Association Request (AARQ) and Application Association Response (AARE), which have 

the task of establishing, maintaining and releasing Application Associations (AA’s), characterizing the 

context of the communication between client and server, including information such as access rights 

granted by the server to the AA. 

After the establishment of a connection, all the information requests use standardized codes for all 

devices that are DLMS/COSEM compliant. These codes are named Object Identification System 

(OBIS), also commonly called logical names, comprising six octets each. There is some leeway 

regarding OBIS codes, since manufacturers can add their own codes for specific tasks that are not 

included in the standardized library. The OBIS codes are the first attribute of any object as specified in 

the COSEM interface classes, which define the attributes and methods of an object [35].  

The first request is commonly called an “Association View”, and consists of the access by the client to 

the interface object model inside the server. With this, the client obtains the list of visible COSEM objects 

made available by the server and the result of this exchange allows the client to request only the objects 

that are offered, receiving as a response the scale, unit and value of each one.  

The association is terminated once the necessary data is exchanged, and repeated every time the client 

wants to connect to the metering device. As an alternative, scheduled requests and subsequent replies 

can be maintained in an active connection, eliminating the need of consecutive connection 

establishments. 
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DLMS/COSEM is an international standard remarkably suited for the energy market. In [36], the DLMS 

User Association describes a few main reasons for the preference of this protocol above others. This 

explanation emphasizes that its interface model is usable in all types of energy, and supports future 

extensions since objects can be added by manufacturers and new interface classes can be created 

without interfering with the previous services. Also, there are already classes defined for the most varied 

purposes such as tariff and activity scheduling and handling power failures. Other main concepts include 

efficient data organization, access and encoding. 

In Portugal this standard is used by EDP Distribuição3 for smart metering, usually over PLC or GPRS 

technologies. 

2.4 Commercial Smart Meters 

The first energy metering devices had as their only feature, the measurement of energy spent during 

periodic intervals. The readings were executed manually by competent personnel, and was an inefficient 

and time consuming task. With the evolution of these devices some features were added to improve the 

reading procedure. At first were introduced meters equipped with a radio transmitter, then with PLC and 

mobile data, becoming the meters we have in our homes today [37]. However, they do not have the 

necessary characteristics for their integration in the Smart Grid. 

The installation of SMs in a big scale is a result of the pursuit of energy efficiency, bringing benefits to 

consumers, utilities and the environment. On the consumer side, the users will be able to have detailed 

information about their energy usage, leading to the adjustment of their habits, and bills will be based 

on actual consumption, not estimations. For utilities, remote readings allow more accurate billing and 

enable dynamic tariffs, power outages and peak demands are reduced, resulting in an efficient use of 

power resources [38]. 

2.4.1 Smart Meter Infrastructure Communication Technologies 

Taking a closer look at the top SM manufacturers and their SMs regarding their communication 

interfaces, there is a tendency to use wired communications such as RS323 and RS485, Ethernet 

TCP/IP, optical port and PLC. These technologies require cabling or very close proximity for any 

interaction, suggesting a lack of mobility that goes against today’s standards for the communications 

                                                
 

3 The Portuguese DSO 
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with smart appliances. When wireless communications are used, there is a trend for the use of infrared 

ports and GSM/UMTS solutions, which are not adequate for long distance and big data transfer, 

considering that both offer setbacks such as a very short range and direct line-of-sight sensor in the 

case of infrared, and higher communication costs and energy consumption in the case of GSM/UMTS. 

However, the trend for the future lies on wireless and low power communications integrated in home 

and industrial meters, with complete interoperability with other appliances that complete the local area 

network in which they participate. With this in mind, there are a few manufacturers taking the lead in the 

market by developing SMs and communication modules for SMs, which offer more functionalities and 

are focused on investing in a smart and ecological metering infrastructure, which is the way for enabling 

the Smart Grid [39]. 

An analysis of the SM market was conducted, searching for equipment that not only has characteristics 

such as the ability to monitor the network quality, detect frauds, record event logs, and easily integrate 

HAN, but has also incorporated low power, wireless communication protocols for greater efficiency. 

Although not currently widespread, a new trend was noticed with the increase of new LPWAN 

technologies integrating the IoT market, and consequentially, the SM market. If widely used, it can 

increase efficiency in the communications between utilities and consumer, changing how it is currently 

done, while also being energy efficient. 

2.4.2 Smart Meters 

The Smart Grid market, which includes SMs, is evolving and the need of creating more and better top 

devices is endless. All these devices have the functionality of reading, displaying and transmitting the 

energy produced or consumed, but whereas before they were just mechanic or electronic, now they are 

changing to what is now called intelligent appliances. 

The devices presented in this section were selected taking into account their communication protocols. 

However, these technologies are not the only important characteristic a SM should have. On top of the 

exposed protocols, all the devices presented have several functionalities that are imperative for their 

integration in the Smart Grid. Some of the characteristics are compliance with DLMS/COSEM, ability to 

synchronize with the facilities in order to offer hourly tariffs, advanced security and alerts based on 

malfunctions or other changes in the energy readings.  

But since demand for innovative technologies is relentless, some new tools and studies are also 

presented in this report to provide some insight into the developments that are taking place for a 

sustainable and energy efficient future. 
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2.4.2.1 Itron Inc. 

Itron Inc. is a SM manufacturer that has been in the market for a while now. They initially started dabbling 

in the Automatic Meter Reading (AMR) market that resolved around meters that used a one-way 

communication, meaning the device broadcasted the data but did not receive any information or request. 

Over the years this company evolved to the development of two-way communication meters in the 

Advanced Meter Infrastructure (AMI) market.  

Figure 12 shows the EM420i model of Itron Inc. which is a highly adaptable equipment focused in 

satisfying current and future functionalities and protocols with the objective of supporting emerging 

Smart Grid needs [40].  

There are two extensions for this meter called Itron Field Swappable Modules, known as FSM1 and 

FSM2, and they have different communication types adapted to the network they are inserted in. The 

former is recommended for the use in Wide Area and Local Area Networks (WAN/LAN), and supports 

GPRS with TCP/IP protocol and IPv4 protocol stack, and PLC OFDM, in conformance with IEEE 

P1901.2 and IPv6 protocol stack. The latter was created for the use in HAN, and implements ZigBee in 

conformance with the Smart Energy Profile 1.1. 

 

 

 

But Itron Inc. not only manufactures SMs, it studies the energy market for the best possible solutions. 

Thus, in a joint effort with Cisco, solutions for smart grid networks were studied with the objective of 

offering multiple IP-based communication options, with a common infrastructure and interoperable with 

the smart grid of the future. This solution was named OpenWay, and offers plug-and-play applications 

Figure 12 - Itron EM420i [40]. 
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and devices, standardized network management, and communications through radio-frequency mesh, 

and IP-based network running over existing cellular networks [39]. 

Figure 13 presents a unified smart grid network, with the necessary platforms to optimize cost, coverage, 

capacity, and reliability. 

 

 

Figure 13 - Itron's Smart Grid Solution [39]. 

With this solution came the development of the OpenWay CENTRON Meter (see Figure 14), which aims 

to be a cornerstone technology for the Smart Grid, delivered with the residential smart market in mind. 

Some of the connectivity features include Wi-Fi for wireless router configuration, GPS for theft tracking, 

integrated ZigBee and modular interfaces that support PLC, GPRS, RF Mesh and WiMAX [41]. 

 

Figure 14 - Itron OpenWay CENTRON Meter [41]. 
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2.4.2.2 Silver Spring Networks 

Silver Spring Networks does not focus on manufacturing SMs but on being a networking and 

communications provider to SMs fabricated by other companies. This company presents its products as 

a reliable, secure and efficient way of connecting smart equipment in the Smart Grid, meeting demands 

of several devices across multiple applications. 

Silver Spring Networks Gen5 Network introduces several modules, each with a set of attractive features. 

For small low powered devices there is Millis 5 that promises a fully functional device for up to 20 years, 

while NIC 5 offers programmable computation and storage. And if the latter is coupled with Access Point 

5 and Relay 5, it assures high performance, long communication range and high data rate [42]. 

Figure 15 shows NIC 5 which is a module that promises high network capabilities to devices that need 

high data throughput and low latency response. The communication type used is ZigBee in conformance 

with the ZigBee Smart Energy Profile 1.1. The company claims the integration of SEP 2 in some of their 

products, however this information was not specified in any datasheet presented on their website [43]. 

 

Figure 15 - Silver Spring Networks NIC 5 [44]. 

2.4.2.3 Sagemcom 

Sagemcom presented the OFDM Three-Phase Meter CS2000-9 (see Figure 16). Like the companies 

previously introduced, Sagemcom is also constructing SMs that support the integration in the Smart 

Grid. By using emerging and open communication protocols and having the ability of receiving remote 

software updates, it means that it will continue to have the latest features. 
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Figure 16 - Sagemcom OFDM Three-Phase Meter CX2000-9 [45]. 

 

This device has a multi-communication platform that includes several protocols such as Ethernet, 

GSM/GPRS, MBUS and ZigBee [45]. These protocols are used for consumptions readings, software 

upgrades and configurations, as well as to download tariff profiles for a real-time consumption bill. 

2.4.2.4 e-balance 

This is a European project with several partners in several countries such as Portugal, Spain and the 

Netherlands. This project is focused on studying and ultimately proposing solutions to environmental 

problems present in the cities. The main points of study are the integration of distributed energy 

resources, the business models for smart-grids and a social analysis. 

The project was conducted by monitoring key points of the LV grid by allocating sensors with 

communication capabilities. These sensor nodes are composed of several modules, including an RF 

Mesh module that operates according with the IEEE 802.15.4 standard, and was chosen due to its low 

power consumption and its offer of 6LoWPAN and IPv6 Routing Protocol for Low Power and Lossy 

Networks (RPL) (see Figure 17).  

Although the sensors used can perform measurements similar to SMs, their objective is not to substitute 

one, since these devices are not to be installed in the client’s installations but in key points of the grid, 

chosen by the DSO. These points can be distribution cabinets, secondary substations, etc. 

The solution presented in Figure 17 was based on a commercial meter by Rayleigh Instruments, the 

IME Conto D4. 
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Figure 17 - Typical LV sensor node. 

 

2.4.2.5 Overview 

Although these devices offer many functionalities and benefits to the consumer, they all fail in a couple 

of the aspects that are considered crucial to this project: 

1. No integration of any LPWAN technology, which is highly beneficial considering its low power 

consumption and low cost compared to GPRS, the solution that is used in most of the 

commercial devices. 

2. WPAN technology that does not need peripheral devices in order to be used, like Bluetooth. 

ZigBee, the most common wireless technology in the devices available in the market, has no 

integration with existing mobile devices, such as smartphones and tablets. 

Considering that all these devices are considered top-of-the-line in their respective companies, and the 

global market, this only shows that the current solutions for the integration in the Smart Grid are 

underdeveloped and new projects that provide answers for the actual needs of this concept need to be 

conducted. 

Regarding point number 1., there is an experimental project being developed in Portugal using NB-IoT. 

Huawei and Janz CE manufactured a new SM with modules from u-blox, and EDP Distribuição and 

NOS will be demonstrating the device in a pilot project, UPGRID, which is a project under the European 
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H20204 program [46]. All this is possible by new network infrastructure created by NOS for the support 

of this project, becoming the first operator in Portugal and one of the first in the world to use the 

standardized version of this technology. 

                                                
 

4 Horizon 2020 – EU Research and Innovation programme. 
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3   Description of the Work 

This section presents the proposed solution for the problem described in Section 1.2. It describes the 

context of the project as well as how the used technologies were integrated to accomplish the objectives. 

The section is structured in three parts, beginning with the context, followed by the implementation of 

the SM and then by the Android application. 
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3.1 Monitoring of Voltage and Current in the LV Grid 

As explained in Section 2.1, this project is inserted in the context of Smart Grid applied research, aims 

to solve a significant and specific problem, that is remote LV grid monitoring and control. This has gained 

significantly more importance due to the need to insert distributed energy micro-generation into the grid. 

But these technological improvements only came to emphasize all the problems that were already 

present such as lack of means to monitor the LV grid and ability to detect LV faults. 

Unlike the High Voltage (HV) and the Medium Voltage (MV) grids, the traditional LV grid is seriously 

undeveloped (it should be noted that the LV grid is the most braided part of the energy grid) and as 

such, does not have any mechanisms to actively regulate voltage and adapt to topology changes, which 

if implemented would give more control to the DSO as well as being more reliable to the end user. 

An important service that needs to be supported is the voltage control of the active power injected by 

PV systems, which is now possible through the automation of distribution and monitoring that is now 

part of the responsibility of secondary substations [6]. The importance of this service is due to the voltage 

instability caused by the bi-directional energy flows in power grids with Distributed Energy Resource 

(DER) penetration, which are gradually becoming widespread. 

For the accomplishment of such solution, new equipment is needed for functions such as information 

gathering and exchange in order to be able to report the operational status of the grid, as well as 

actuation mechanisms to convey set points to remote PV systems. This project proposes a SM that is 

able not only to perform local readings on behalf of a user, but also support communication between the 

Distribution Transformer Controller (DTC) and the local PV controller or inverter, for an automated 

regulation of the PV micro-generation and peak demands [47]. The DTC is installed in every Secondary 

Substation and acts as local metering, monitoring and automation devices. 

The SM will be closely coupled with the PV unit set, since it will be located near a PV node. Figure 18 

shows the overall operating environment in which the developed SM is to be integrated.  

 

Figure 18 – LV monitoring and control system with SM. 
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The following steps demand the direct involvement of the SM. They portray a sequence beginning when 

the sensor in the SM conveys the voltage, current and active power readings to the closed-loop voltage 

control system. 

1. The SM performs regular energy readings, approximately once every 5 seconds; 

2. These values can be read locally by the prosumer, maintenance teams and the PV controller 

via BLE, or remotely by the prosumer, using Sigfox; 

3. Via DLMS over PLC, the DTC will regularly enquire the SM of the values that were measured. 

It will also check the LV grid power flow in order to calculate the power set point for each PV 

node, sending this information back to the SM. 

4. Via BLE, the PV controller can read the adjustments to be made and perform the necessary 

actions by automatically limiting the active power being injected by the PV inverter, as per the 

DTC instructions. 

Solutions like the one being here proposed need to be studied and implemented, due to the trend of 

massification of PV micro-production. 

The solution proposed in this thesis recommends the standards and technologies to be used so that an 

effective communication can be performed with different key devices in the LV grid, offering the 

possibility of adaptation to more specific requirements or circumstances without losing focus on one 

important factor, which is unit cost. 

3.2 Smart Meter 

The developed SM prototype aggregates several technologies in order to create a functional and 

innovative device, being suitable to both industrial and home installations. The data that are currently 

measured are the following: voltage, current and real power. These can be read using any of the 

following communication technologies: DLMS over serial port (e.g., PLC modem), BLE and Sigfox. 

Figure 19 is a photograph of the developed SM prototype, with all the associated components. 

The board used as platform to the development of the proposed SM was the Akeru 3.3, which is an 

Arduino board (see Annex A for more information about Arduino boards). This board comes with a Sigfox 

modem and a half-wave antenna, and were added a BLE module, a push button, and an energy sensor 

to shape the SM that was designed. 
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Figure 19 - Smart Meter developed. 

 

Figure 20 shows the energy module that was used to measure the voltage, current and power, and was 

created specifically for the Arduino used in this project. The use of this module was fundamental for the 

tests performed and a great tool to draw accurate graphs. For the software component, Open Energy 

Monitor [48] provides open source monitoring and their library for energy readings was used, offering 

the measurement of several variables, such as Vrms, Irms, real power, apparent power and power factor.  

 

Figure 20 - Energy Sensor. 
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The SM supports DLMS, which is an electricity metering standard, and exchanges information with the 

DTC over a serial connection, that could be implemented over PLC or GPRS. The use of this protocol 

is important due to its wide use and functionality, being an important communication tool for every 

metering device that communicates with utilities, since is allows the DSO to read the data and remotely 

configure set points. This technology was implemented and tested using a DLMS client example 

available for computers. 

It supports BLE, which is a short range and low power technology that is used for local metering 

readings. This technology has the particularity of storing small amounts of data in its chip, making it 

readable, at any time, by another BLE capable device. This functionality was implemented in the SM to 

store the values using the RN4020 Bluetooth module (see Annex D for a more detailed information 

about RN4020). This allows the PV Controller to be continuously informed of any regulations imposed 

by the DTC. 

Sigfox is also supported, presenting an innovative way of collecting data for large periods of time, 

simplifying the aggregation of data for statistics and plot generation. Given its long-range characteristic, 

not only are the values available for consulting in the Internet soon after they are sent, independently of 

where they are sent, but it is possible to send emails based on abnormal or malfunction values. The SM 

has the task of evaluating and sending the messages using the Sigfox antenna incorporated in the Akeru 

board. 

Figure 21 contains a flowchart of the program created, giving a visual aid in understanding the overall 

process involved. As can be observed, the flowchart depicts a sequence of events that runs through all 

the technologies used in the project. It was developed this way because it only has one task done 

regularly that is the BLE data update. The Sigfox transfer only occurs in periods of 30 minutes or in case 

of detection of abnormal values, and the DLMS transfer in a periodicity defined by the DTC but not 

frequent in nature. This means that only when one of these last communications is occurring that some 

small delay may happen, but otherwise the expected duration of the cycle is not disturbed. 

3.2.1 DLMS 

To provide a viable communication between a client and server, with verification of the validity of the 

replies delivered, this specific server followed the message exchange available in the Gurux client 

application example (see Annex E for more information about Gurux). This application can send all the 

client messages that are needed for a simple yet successful and informational data exchange, and the 

answers that the server must create to correctly reply were formed with the aid of the books of the DLMS 

User Association (see Section 2.3 for more information about the DLMS protocol). 
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Figure 21 - Flowchart of the program. 

As per the DLMS specifications, the client is the one that initiates the connection with the server, so the 

Arduino continually checks for incoming data via the serial port, specifically searching for the initial 

delimiter character of a DLMS frame.  

When the device recognizes that a DLMS frame is being received, the content of the message is stored 

and each byte is processed. The processing phase of a frame includes, among others, the verification 

of its validity and the identification of the type of content available in the message, rapidly distinguishing 

between the various kinds of requests available. All the valid frames that are possible to create with this 

protocol follow a strict structure and order that needs to be fulfilled in order to be possible the proper 

interpretation of the message. 

Figure 22 shows an overview of the data exchange related to the OBIS codes requests and replies, 

identifying the two main components of an object: OBIS and attribute, which identify the type of object 

and the kind of information that is needed. The figure also refers to another subroutine that is detailed 

later in this section. 
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Figure 22 - OBIS codes implemented. 

Since not all clients are equal, nor all servers, some error messages were programmed in the server so 

that if it receives a message that it does not recognize, an appropriate reply is transmitted and the 

connection can continue (see Figure 23 for the error messages implemented). It should be noted that a 

default client application only waits a variable pre-programmed amount of time without receiving a valid 

message before dropping a connection. 
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Figure 23 - DLMS - Error messages implemented. 

 

In this server, data blocks are not available since at the time of completion of the program the client 

example application did not support it. Although it is now supported by the example used, it is not a 

demanded feature by any DLMS client so an error message was implemented to inform the client that 

a single block request needs to be sent. The other error messages inform the client that the requested 

object or attribute (i.e., value or scale) is not available. 

Once a successful connection is established, the inquiry of an “Association View” is possible, although 

not mandatory. But nonetheless it was employed and replies the list of objects available. The steps after 

that concern the actually exchange of needed information, and in this case, the voltage, current and 

active power were implemented. The server, for these object, not only sends the measured values, but 

also the unit and scale. See Table 2 for the relation between the OBIS codes used in the server and 

their translation. 
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Table 2 - Implemented objects. 

Name OBIS Code (decimal values) 

Association View 0.0.40.0.0.255 

L1 Active Power Value 1.0.21.7.0.255 

L1 Current Inst. Value 1.0.31.7.0.255 

L1 Voltage Inst. Value 1.0.32.7.0.255 

Measurement Algorithm: Active Power  1.0.0.11.1.255 

Measurement Algorithm: Reactive Power 1.0.0.11.3.255 

 

The last two objects represented in Table 2 are not the type Get-Request like the other messages, 

but a Set-Request. This means that when a message containing one of those OBIS codes arrives, 

the DTC is not inquiring for any object or value, but sending a power set point that needs to be stored 

in the BLE module to be read by the PV controller. This type of request only expects a response 

consisting of an acknowledgment message. 

This DLMS server implementation always waits for a disconnection request from the client to sever the 

connection, and this means that, between the SM and the DTC, the connection can be permanently 

established and ready to send out measurements if that is the choice made in the implementation of the 

DTC. 

3.2.2 BLE 

The BLE technology was inserted in this project with the objective of providing a low power, short range 

communication that is able to have constant updated information, and is easily integrated with a mobile 

device. 

The BLE module will have a permanent connection with the PV controller, so that it can perform a 

continuous verification of any limitation imposed by the DTC for immediate execution. It is possible to 

interrupt this connection using a push button in the meter when a prosumer has the intent of consulting 

the readings using a smartphone. Figure 24 shows the devices that support BLE and how these interact 

between themselves. 

The implementation of BLE in the Arduino involved having frequent and periodic meter readings that 

are to be stored in the Bluetooth module, as well as power updates made by the DTC that are not 

periodic in nature. As a limitation of the RN4020 module, these two types of data, although stored in 

different characteristics, are defined under one service. But the newer BLE module (not currently 

available), the RN4871, offers more than one service, providing a more accurate view of the capabilities 
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of the technology applied to the SM. Figure 25 shows the profile hierarchy of the ideal implementation 

with separate services, identifying the 16-bit UUID that was attributed. 

 

Figure 24 - BLE communication in the general architecture. 

 

 

Figure 25 -  BLE Profile hierarchy. 

 

Figure 26 shows the output of the command “LS” to the BLE module, which lists all the services available 

in the module, public and private, and provides an association between the created 128-bit UUID and 

the assigned 16-bit UUID that is used for an easier way of reading and writing in the characteristics. The 

permissions and number of bytes per characteristic are also shown, which in this case correspond to 

read-only permission and 6 bytes of data. 
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Figure 26 – Public and Private Services and Characteristics in BLE module. 

 

Considering that this project actively searches for low power solutions as a way to lower the overall 

power consumption, the BLE module used provides a way of lowering even more the needed energy 

footprint by changing the UART baud rate from the default 115200 bps to 2400 bps, allowing the device 

to function in deep sleep. 

3.2.3 Sigfox 

The Sigfox plays a simple but significant role in the communication the SM has with the outside world. 

While the DLMS and the BLE components provide mostly instantaneous readings for reading on-the-

fly, the Sigfox component collects the average calculated values to transfer to a cloud server where they 

are permanently stored, for later manipulation into a visual component that gives insight into the 

consumption of energy over time. 

Three distinct types of messages were implemented for a detailed analysis of information (see Table 3).  

 

Table 3 - Types of messages implemented in the Sigfox component. 

Type Information 

00 Periodic update 

01 Cumulative Energy 

02 Warning 

 

Regular updates are made estimating periods of 30 minutes between each transfer. These contain the 

calculated average values read between each update, in order to provide accurate data for later 

presentation in a plot, giving the user insight on the voltage and current measurements in any period of 

time. 
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The cumulative energy presents the energy consumption values every 24-hours, in kilowatt-hour (Wh), 

and it is reset after each transfer. This information is vital for the user to understand the average values 

of consumption-generation balance throughout the day and estimate costs or earnings at the end of the 

month. 

The last type of message refers to warnings, meaning that it shows the user every value measured 

above or below a certain threshold. For the voltage, expression (1) was used to calculate the maximum 

and minimum values of the threshold. The current only presents values if above a default limit of 26A. 

 𝑈 = ± 0.1× 
𝑈

√3
=  ± 0.1 ×𝑈0 (1) 

3.3 Android Application 

The Android application was developed using Android Studio, which is the official IDE from Google, and 

provides an easy access to the SM by the user, since it enables the visualization of data made available 

by two of the communication protocols studied in this project: BLE and Sigfox. 

It was created with the intent of being a simple but useful tool for the final client, where are made 

available the instantaneous voltage and current readings via BLE, and a plot with data collected via 

Sigfox for an overall idea of the SM consumptions throughout the day. The Sigfox component also 

provides the latest warnings, which are a compilation of messages relating abnormal situations, and 

also shows the cumulative power readings over 24-hour periods. The next sections detail all these 

components. 

3.3.1 BLE 

Google offers open source code for multiple functionalities and these are easily downloaded for use in 

any application being developed. In this particular case, BLE code sample, BluetoothLeGatt, is available 

and was integrated in the Android application developed with only one prerequisite of SDK version 25 

or higher. This application uses BLE APIs used to discover devices, send and receive data, and interact 

with nearby sensor devices like Google Beacons ([49], [50]). 

The BluetoothLeGatt sample contains an interface where a user can visualize nearby BLE devices and 

establish a connection with the one needed, displaying data, services and characteristics available in 

the device (see Figure 27). 
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In the Bluetooth code sample used, some details were added for a better readability of the 

characteristics available, such as names for the service and characteristics used, and for the 

determination of the scale of the values that are available to read. 

3.3.2 Sigfox 

Sigfox provides a way for data to be accessed programmatically through a REST API, using HTTP 

protocol. It returns the requested information in the JSON format. 

In order to be used in the Android application, the use of the class HttpURLConnection was needed 

to request the information and receive the data transmitted. For the processing of the data, the class 

JSONObject was used, simplifying the method of identifying each JSON object inside a JSON array, 

and each data type and corresponding information, inside the JSON object. 

Figure 28 shows the menu that contains the choices a user can make regarding information that is 

available in the Sigfox server. These buttons open new activities, generating lists or plots adequate to 

the content that is presented. Each of these activities retrieve all the JSON data until a predetermined 

number of messages or a predetermined data and filter the ones needed by a code present in the 

beginning of the message. 

Figure 27 - BluetoothLeGatt in the Smart Meter application. 
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All the information that can be seen in the screenshots of the Android application is based on real values 

of energy consumption so that they would be represented in the most realistic way. 

 

 

Figure 28 - Android App Stats Menu. 

 

The first item in the menu contains any warnings sent to the Sigfox server in the previous 7 days. Figure 

29-a shows how these values are presented. 

In the top right corner, it is possible to edit the date, so that the user can check any warnings that were 

sent in the week following the date introduced, so the user can check anytime for any warning issued in 

the past. Figure 29-b shows how the date is added. 

The second item of the menu contains two 24-hour plots, one for voltage and one for current. These 

plots present the average values for every 30 minutes, providing a visual aid for all the fluctuations that 

happened in the balance of energy production-consumption. Figure 30 shows an example of graphs 

that can be seen in this section. 

 



 
 

45 

       

 (a) (b) 

Figure 29 – (a) Android App Warnings Screen; (b) Android App Edit Date Dialog. 

 

   

Figure 30 – Voltage and Current plots. 
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To draw these plots, Androidplot was used. It is a library for Android that enables the creation of dynamic 

and static charts. In this case, a static plot was designed since these values are only updated once 

every 30 minutes. The plot presented in the Figure 30 has real data and is an accurate small scale 

representation of the general consumption in a house, with higher voltage and lower current values 

during the night, and several current peaks throughout the day. 

Again, in the top right corner, there is a button to edit the date that the plot should start to draw, making 

it more easy to consult values from previous days, weeks or even months. 

The third item of the menu contains a message per day, up to 7 days, with the computed energy 

consumption. Since anomalies in the voltage values can significantly change the outcome of this value, 

another variable was included which is the number of seconds that the values were over or below the 

threshold. Figure 31 shows how these values are presented. 

 

Figure 31 – Cumulative Energy. 

 

The button edit date allows the user to change the date of the values shown. The new date indicates 

the initial time frame for the values shown, and goes up to a maximum of 7 days after that. 
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4   Appraisal of the Solution 

In this Section it is conducted an evaluation of the proposed solution, comparing the hardware used with 

others of similar functionality, their prices, and whether they deliver the expected outcome designed for 

this project. 
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4.1 Hardware 

The hardware used in this project was chosen considering the functionality it was required and 

availability for testing purposes at the time. The general characteristics that were taken into account in 

the choice of hardware were energy efficiency, cost and ease of use. For each technology, a set of more 

specific attributes were considered. 

4.1.1 Developer board 

The Arduino board was not the only one considered for this project, but was the one that met all the 

criteria established. For a better understanding of the line of thought, a brief summary of those other 

technologies is included. Annex B shows an overview of the Raspberry Pi boards and Annex C does 

the same for the STM32 boards. Figure 32 shows two developer boards, one an Arduino and the other 

a Raspberry Pi. 

 

 

While Raspberry Pi is a single-board computer, both Arduino and STM32 are micro-controllers. Each of 

these devices should be used according to the type of project one is trying to develop. In the case of 

this dissertation, we need a device that can easily read sensors, can execute communications using 

different protocols, is power efficient and low cost. Using Raspberry Pi to perform these tasks would be 

more complex for the analog reading necessary and would require more interaction once operational, 

and it has a higher power consumption and cost. All these requirements point to the use of a micro-

controller instead of any Raspberry Pi in the market, limiting the final choice to an Arduino or a STM32 

board.  

Figure 32 - (a) Arduino Due [66]; (b) Raspberry Pi 3 Model B [67]. 
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Between Arduino and a STM32 board, both are highly capable of offering the attributes necessary to 

the development of this project so the decision comes greatly from the factor that, at the time of the 

testing of this technology, the acquisition of a Sigfox module for single and personal use was more 

complicated and expensive than large scale buying, and the same for the yearly subscription. It was 

available the Akeru 3.3 board, which is an Arduino board, with a Sigfox module and antenna already 

integrated that facilitated the accomplishment of the proposed SM prototype. It is important to note that 

this project could be done in either of these families of boards, if the minimum requirements to run the 

program are fulfilled. See Table 4 for the minimum requirements. 

 

Table 4 - Minimum required technical specifications. 

Type Min. required Used 

Flash Memory 32 KB 17.618 B 

RAM 2 KB 1.488 B 

Digital I/O Pins 6 6 

Analog Input Pins 2 2 

 

An assessment of the price of these components and the overall cost of the developed SM was done, 

in order to obtain a cost appraisal. 

Table 5 shows the minimum price found for the developer boards that are the least expensive in each 

family, but still fit the minimum required technical specifications. These values represent the unitary cost, 

that would be reduced if bought in large quantities. 

 

Table 5 - Cost of the Developer Boards. 

Developer Board Cost 

Arduino Uno [51] €20 

STM32 Discovery [52] €9 

 

4.1.2 Sigfox module 

A LPWAN communication technology is a key point in this project, since it provides reliable data 

independently of where it is located and without the need to build a supporting network. Three 

technologies that fit the criteria were studied, but Sigfox was the one that provided the solution that was 

more adaptable to the plan. 
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At this point in time, NB-IoT is not commercially available but is an emerging powerful technology that 

should be carefully considered for future projects that involve Smart Grid or IoT devices. LoRaWAN also 

is still a recent technology that does not have the wide coverage provided by Sigfox. 

Sigfox was considered the most advantageous LPWAN solution for this implementation. With several 

deciding factors distinguishing both, the two that were more significant were the slightly higher cost of 

LoRaWAN and the fact that there is no LoRaWAN operator in Portugal at the time of conclusion of this 

project. 

For the Sigfox appraisal, several shops were found and each offered different prices and set of 

components. Although there are several different modules available, since they offer the same 

functionalities, only the least expensive component of each needed type was included, and they were 

separated into categories. For a complete assessment, the cost of a yearly subscription was needed 

but these values are not available online for the common user. It is expected that large scale buying 

reduces the unit cost very significantly. 

Table 6 shows the unit cost of the Sigfox components when bought piecemeal. 

 

Table 6 - Cost of the Sigfox components. 

Components Cost 

Module – ATA8520 [53] €2,21 (individual unit)  

868 MHz Antenna – 888-A08-HASM-560 [54] €8,49 

Subscription Not available 

Sigfox module + Antenna + Subscription [55] €66 

 

In the development of this project an Akeru 3.3 was used, since it already has Sigfox incorporated and 

a valid subscription offered by Narrownet, the Sigfox operator in Portugal. The Figure 33 shows an 

image of the board used. 

 

Figure 33 - Akeru 3.3 [56]. 



 
 

51 

4.1.3 BLE module 

A low power, short range communication technology was considered for the purpose of facilitating the 

transfer of small amounts of data for quick consultations or adjustments. The technologies considered 

were ZigBee and BLE, and an assessment of both was conducted. BLE was indeed the most suitable 

choice considering it is already integrated in smartphones. 

There are currently many manufacturers for BLE modules, and choosing a specific model was not an 

easy task. One of the features that were a determining factor was the support of an asynchronous serial 

data connection between devices, for the possibility of implementing remote configurations on the BLE 

module or even serial communications, if the situation requires it. This meant that the pool of possible 

modules was shortened since Microchip is the only manufacturer that provides MLDP, which is a 

proprietary protocol for this type of communication. 

Considering only Microchip modules that support MLDP, the two most adequate and cost efficient are 

the RN4020 and the RN4871 (see Figure 34), both having similar characteristics and compatibility with 

each other. The latter is presented as the next-generation BLE device with lower power consumption 

and improvement in the data throughput. 

 

 (a) (b) 

Figure 34 - Microchip (a) RN4871; (b) RN4020. 

 

The module used in this project was the RN4020 since the newest model was not yet available when 

this project was initiated. 

Table 7 shows the costs of both models, showing a lower price for the newer model, being even more 

favourable for the integration in this project, since it offers the possibility of creating more than one 

private service, unlike the RN4020 module. 
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Table 7 - Cost of the BLE module. 

Module Cost (individual) Cost (100+ units) Bluetooth version 

RN4871  €5,11 €4,68 4.2 

RN4020 €7,75 €6,68 4.1 

4.1.4 Final Solution 

The overall cost of the final solution is calculated having into account the least expensive components 

that are or could be integrated without significant changes in the performance or consumption of this 

project. It is later compared with existing SMs so that the value present can be related with existing 

solutions. 

Table 8 shows the best components for this solution, having into account both the technical 

characteristics and the cost. It is important to note that these values are only in effect when buying 

piecemeal and if bought in large scale the overall cost would be significantly lower. 

 

Table 8 - Cost of every component of the best solution. 

Component Cost Observations 

STM32 Discovery €9 Push button included in the board 

RN4871 €5,11 -- 

Sigfox solution €66 Significantly lower with large scale contract 

Energy sensor €7,5 Estimated 

Total Value €87,61 Worst case scenario 

 

Although these components are not the ones used in the solution of this project, they offer the same 

features and are in the same price range so that the solution is expected to perform the same as the 

ideal solution projected above. The reason for this change is the fact that some of the used components 

were the ones currently available in the market or were the best way to test a specific technology, given 

the circumstances. 

To provide a way of determining if the cost of the proposed meter is affordable, a market analysis was 

conducted to evaluate the price range of the products available in online shops. Unfortunately, none of 

the devices presented in Section 2  present any prices, and every metering device that had a cost 

associated lacked many of the key features necessary for a fair comparison. 

These devices, like the prototype developed, are single phase, but lack any wireless communication 

technology (except infrared), preferring Modbus or RS485, and many do not support DLMS. Still, the 

price range goes from €70 to €400. 
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5   Conclusions 

Considering the current opportunities for the installation of energy micro-generation systems in houses 

and commercial buildings, innovative ways of monitoring and controlling the bi-directional energy flow 

in the LV grid need to be created, thus allowing for an effective organization of the prosumers production 

and consumption by the DSO aiming for the grid stability. The existing electric grid is inadequate for the 

type of regulation that the distributed systems need, and does not allow for the implementation of 

mechanisms that these systems can provide. This is the case of fault detection in the LV grid and 

topology changes when they are needed. 

Likewise, the prosumers also have an interest in this monitoring of the balance between one’s 

consumption and production, so that a estimative of the consumed energy can be made and better 

consuming habits can be created. 

The aim of this thesis is to provide functionalities that allow the remote monitoring and configuration of 

the local PV nodes, therefore mitigating or even eliminating some of the problems that exist in the system 

in place at the moment. 

For this project, defining the problem involved the study of the current grid and what is being done to 

allow for the appearance of the Smart Grid. That lead to the study of the conceptual networks being 

projected for the different utilities and the ICTs employed in them, allowing the Smart Grid to not only 
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transport energy but also information. Then came the research of the communication technologies 

developed for the use in a world filled with smart appliances. 

The developed SM prototype is intended for the use near a PV node, performing local energy readings 

to be consulted by the prosumer, and aiming to facilitate the communication between the PV controller 

and the DSO, for a remote monitoring and control, automatically limiting the active power being injected 

by the PV inverter. 

This was accomplished by implementing several innovative communication technologies to transfer data 

in the most efficient and adequate way for each required exchange. Therefore, DLMS, a standard for 

energy communication was implemented for transfer of data with the DSO via a serial interface (ex.: 

PLC). BLE, a low power short range technology was employed to make available regular instantaneous 

energy readings to be consulted by the prosumer, and instructions sent by the DSO to be read by the 

PV controller. And Sigfox, a low power long range communication technology, that stores average 

voltage and current readings for an analysis to the balance of energy consumption and generation, and 

generates alarms of abnormal situations. 

To show how the prosumer can access this information, an Android application was developed. It can 

access and display the instantaneous readings provided via BLE, and process the data that was sent 

to the Sigfox server, by requesting it and generating user-friendly lists and graphs. 

In the end, a cost evaluation of all the components used is made with the intention of analysing the 

overall cost of the solution and assess if the final product, if produced in large numbers, would be 

accessible faced the cost of commercial SMs. 

The prototype presented does provide the functionalities and characteristics proposed, being an 

improvement to the systems currently in place by assisting both the utilities and the prosumers. Since 

there are not many products for commercialization to the end user with the characteristics deemed vital 

for a SM, the economic component does not present precise values, but an approximate assessment 

can be made by looking at the cost of baseline standard SMs, and finding these to cost at least near the 

worst-case scenario production cost of the prototype, being in many instances much higher. This product 

would cost significantly less in a commercialization phase, certainly achieving a lower price than the 

products currently in the market. 

The work done in this thesis should be continued, although the performance of the Sigfox technology 

was appropriate to this solution, it is important to perform comparative testing with other LPWANs, for 

an evaluation of these innovative communication technologies, that at this moment do not have the 

necessary coverage to effectively apply in a project. Furthermore, the exploration of the development of 

algorithms for voltage control of grids with PV systems is important and constitute a central part of the 

SM deployment in Smart Grids. 
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Annex A 

Arduino is a prototyping platform that combines both software and hardware. It is used for innumerous 

projects from the most basic to some very complex scientific instruments. This open-source platform 

has collected contributions from the creations of a worldwide community which are used to help build 

even more projects. 

Arduino has its own software, the Arduino Integrated Development Environment (IDE), available online 

and able to run in any operating system. It is used to write programs, or sketches as they are called. 

The program is written in the Arduino IDE, and uploaded to an Arduino board. This software contains 

several examples, and libraries can be imported, either created by the user or made available by the 

community. 

As for the hardware, there are several boards, Arduino for USA buyers and Genuino for anyone buying 

from outside the USA. Each board has different processors, operating voltage, CPU speed, number of 

analog and digital pins, RAM and USB ports, so the consumer can choose the board that fits better his 

needs. The Arduino official website presents a board comparison [57]. 

Additionally, for the Arduino boards, there are a lot of modules that can be used for the implementation 

of the most varied projects. This includes mostly sensors but also communication interfaces, such as 

Sigfox. Is important to note that the board Akeru 3.3 already includes a Sigfox interface. 

Table 9 shows the consumption values of the ATmega328 that is used in the Akeru 3.3 board used in 

this project. 

Table 9 - ATmega328 DC Characteristics [58]. 

Parameter Condition Typical 

Power Supply Current 
Active (8 MHz, 5 V) 5.2 mA 

Idle (8 MHz, 5 V) 1.2 mA 

Power-Save Mode Vcc = 9 V 0.9 µA 

Power-Down Mode Vcc = 3 V 0.1 µA 
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Annex B 

Raspberry Pi started out as a UK-based charity focused on promoting the population’s education in the 

field of computer science and information technologies. Later, they started to design low-cost and high 

performance computers that could be used for any number of purposes, and since then four devices 

and several components were launched and successfully sold, creating a global community of makers 

[59]. 

Raspberry Pi is a computer that incorporates a dedicated processor, graphics drive, memory, and HDMI 

port to connect to a screen. Also, it runs a version of the Linux operating system by default, the Raspbian, 

but is able to run Android and Xbox media center among others. 

The latest Raspberry Pi hardware includes several GPIO pins, USB, HDMI and Ethernet ports, SD card 

slot and Camera and Display interface [60].  

There are some extras available for the Raspberry Pi such as camera and compute module, as well as 

a Sigfox interface.  
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Annex C 

STM32 boards, are developer boards that are highly affordable and easily extended using available 

specialized hardware ad-ons (see Figure 35). 

 

Figure 35 - STM32 Specialized application hardware ad-ons [61]. 

 

The STM32 family consists on a series of microcontrollers and each series is based on a 32-bit ARM 

processor core. All the products presented offer real-time capabilities, high performance, low power and 

low-voltage operation while also guaranteeing ease of development and full integration. It is worth 

mentioning that some boards offer libraries to facilitate the migration from Arduino.  

But these boards are not only focused on hardware and they also offer several software libraries 

available with examples specific to these boards. Any STM32 board can access the mbed online 

resources, which include the compiler, C/C++ SDK and the developer community [61]. 
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Annex D 

The BLE module used in this project was the Microchip RN4020, which is compliant with the Bluetooth 

Core Specification v4.1. This module can act in the role of central or peripherical depending on the use 

needed for it in the project that it is inserted and supports 13 public profiles and 17 private profiles [62]. 

Unlike many BLE modules, that only support GATT profiles, the RN4020 module also supports MLDP, 

which is Microchip proprietary. This means that asynchronous serial data connection between two 

RN4020 devices is possible. 

This BLE module has another functionality that can be extremely useful when pursuing the decrease of 

energy consumption, which is the Deep Sleep mode, that can be set to operate when the UART is not 

in use, or if the user sets the UART baud rate to 2400 bps, meaning that in the latter there is no need to 

wake the module to receive instructions. 

Table 10 shows the electrical characteristics of the RN4020 module, and Table 11 its current 

consumption in its different modes. 

 

Table 10 - Electrical Characteristics [62]. 

Specification Description 

Supply Voltage 1.8 to 3.6 V DC 

Working Current Typical: 12 mA 

 

Table 11 - Current Consumption [62]. 

Mode Typical Current at 3 V 

Dormant <900 nA 

Deep Sleep <5.0 µA 

Idle <1.5 mA 

RX/TX Active 16 mA 

 

Figure 36 shows all the key components of the module.  
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Figure 36 - RN4020 Block Diagram [62]. 
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Annex E 

Gurux is a company that provides open source products for smart metering, focusing on DLMS 

communication with compatible gas, water or electricity meters.  

Gurux GXDLMSDirector is a software available in this company website and provides a communication 

platform with DLMS meters [63]. When adding a device, it is possible to choose the meter manufacturer, 

authentication level and device address and type of communication (see Figure 37). After that, the user 

can start an interaction with the physical device at hand, establishing a connection, and then requesting 

any information that is offered by the meter. 

 

Figure 37 - Gurux GXDLMSDirector [64]. 

 

For those with more specific uses, or who want to build their own system, there is available the Gurux 

DLMS/COSEM protocol component, presented in several languages such as Java and C++, with 

functional examples for both client and server applications [65]. 
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For the project developed in this dissertation, the client application of the Gurux DLMS/COSEM protocol 

component for Java was used, providing a reliable way of testing the communication with the server 

created. The application prints in the terminal and creates a file called “LogFile.txt” with the output of the 

connection. Figure 38 shows an example of output of a request made by the Gurux client application to 

the server created in the scope of this project. 

 

Figure 38 - Output of the Gurux client application. 
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Annex F 

A USB multimeter can measure the current and voltage of a power supply and has the advantage of 

being more practical and convenient with the added benefit of not needing any batteries. Figure 39 

shows the one used for this project measurements, providing one input port and two output ones, and 

two displays to see both current and voltage simultaneously. The scope of this device is 0 A to 3.3 A for 

current and 3.5 V to 9 V for voltage. 

 

Figure 39 - USB Multimeter. 

 


